T RVRINY

ECHNOLOCIES

© MOBiLE LAGILE.FOC\SED




Speaker Introductic
Risks

Controls

Why We Shou

E
E
E
E
E
E
E
E




Speaker Introduction

£ Biography
A B.S.- Information Systems 0 VCU
A M.S. 0 Computer Science- VCU
A CCIE, CISSP

A Former Cisco CCNA Instructor at John Tyler & J.
Sargeant Reynolds Community Colleges

A Lecturer at VCU Fast Track Executive Master of
Science (FTEMS) Program

A Adjunct Faculty in Information Systems and
Computer Science at VCU

A President, Syrinx Technologies & Partner at
eHealthSecurity
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Risks

e Types of RIsSks
A Reputational o public image
A Financial 0 protecting monetary funds
A Strategic 0 goals of the organization
A Compliance d laws and regulations
e Dealing with Risk
A Avoid 0 never try anything new
A Transfer 0 buy lots of insurance
A Mitigate O better planning
A Accept d go ahead and jump
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Controls

e Categories of Controls

A Preventative - deter inappropriate events from
happening
G Separation of duties, proper authorization and physical
control over assets
GIT &firewalls, antivirus, encryption
A Detective - actions that are taken to detect and
correct undesirable events that have already

occurred
GPhysical inventories, reconciliations and audits

GIT 8 vulnerability scan, Intrusion Detection System
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e Types of Controls
A Physical d physical se
GoHar dwar e

A Technical 0 pa
through an oper

G dophcrack

A Administrative

GO S ¢




Maturity

Why We She

Information Security Maturity Model
2008 & 2009
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Nhy We Should Pen Test (2)

e Satisfy legal/governmental/industry
regquirements
A (HIPAA, GLBA, SOX, FISMA, PCI).

£ Often required by internal/external auditors.

e Validate existing technological controls.
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