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È Speaker Introduction

È Risks

È Controls

È Why We Should Pen Test

È Why We Donõt Pen Test

È Tools & Techniques

È Low Hanging Fruit

È Case Studies
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È Biography
ÁB.S. - Information Systems ðVCU

ÁM.S. ðComputer Science - VCU

ÁCCIE, CISSP

ÁFormer Cisco CCNA Instructor at John Tyler & J. 
Sargeant Reynolds Community Colleges

ÁLecturer at VCU Fast Track Executive Master of 
Science (FTEMS) Program

ÁAdjunct Faculty in Information Systems and 
Computer Science at VCU

ÁPresident, Syrinx Technologies & Partner at 
eHealthSecurity
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È Types of Risks

ÁReputational ðpublic image 

ÁFinancial ðprotecting monetary funds 

ÁStrategic ðgoals of the organization 

ÁCompliance ðlaws and regulations 

È Dealing with Risk

ÁAvoid ðnever try anything new

ÁTransfer ðbuy lots of insurance

ÁMitigate ðbetter planning

ÁAccept ðgo ahead and jump
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È Categories of Controls

ÁPreventative - deter inappropriate events from 
happening

ĞSeparation of duties, proper authorization and physical 
control over assets

ĞIT ðfirewalls, anti-virus, encryption

ÁDetective - actions that are taken to detect and 
correct undesirable events that have already 
occurred

ĞPhysical inventories, reconciliations and audits

ĞIT ðvulnerability scan, Intrusion Detection System
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È Types of Controls

ÁPhysical ðphysical security of a server

ĞòHardware keyboard loggeró

ÁTechnical ðpassword complexity enforcement 
through an operating system setting (GPO)

Ğòophcrackó

ÁAdministrative ðwritten policies, reviews

ĞòSocial Engineeringó
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È Satisfy legal/governmental/industry 
requirements
Á (HIPAA, GLBA, SOX, FISMA, PCI).

È Often required by internal/external auditors.

È Validate existing technological controls.
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